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RBPORt BY TBS tJSCXB COQRD1SATGH TO 
THE BUTKO STATES CQMteBSlCATlOMS BOARD 

MEASURES FOR 1HCREASED SECURITY OF C0&TCBXCA2I0B IITEtWOEKCB 



TBS jROBiaf 

1. What additional measure* should he talma to protect (l) present 
COMET sou roes and {*) suoh new scuroes as may he expected soon to yield 
vital inf onset lent 



FACTS BEARING t/POI THE PROBLEM AHD DlSCUSSlOR 
t» As set forth in Paragraphs 1-U in the Enclosure* 

C0BCIDSXGBS 

It is concluded tfcati 

a* A review of the entire problem of the security of present 
COXIHT sour cob 1* warranted in tho light of the present situation wherein 
there appears to be a gradual lessening of security la the faot of a more 
pressing need therefor* 

b* The possibility of some approach, in the not diatsnt future, 
to a state of readability at certain high-level cryptosystems mate* It 
imperative that there be no delay la the re~oxaaln*tioa of present COXIBT 
security measures and the formulation and application of new or additional 
measures which may prevent a repetition of the leases suffered in the 
reoent past* 

9 * In connection with all high-level CGMXVT problems it is 
posslbls and It may be advisable to institute seourity safeguards such 
as were in force in oeaancotion with certain high-level COMXRT problems la 



World tfer II. 
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4, It i« r«qo«wm<iocI that* 

a. U0OIB direct the TI8CIB «*ourity Cowmittce to wake the 
rwiw referred to ia hr. 5n and to eutedt ree«m*snd&tl'ma froo 

a etudy 'baaed upon consideration of a b-, 

etmolualon*. 

fc, the USCIB Soourity Ccesnltteo be di rooted to outwit it* 
report to U60IB not later than 15 December IBBO. 
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fACta asARiKC upcw tas raceisi awo Discugsxog 

1* Since the end of World War 11 there has bean a continual 
improve meTit In the type* of cryptosystems employed by foreign goveraaont* 
and a steady tightening of ocemamioation security praoiicea, making the 
production of COM! ST a problem of eonetaatly increasing difficulties* 
This Is true especially as regards COWIBT dealing I 



t. In the faoo of the increasing diffloultlea In Its production* 



the demand for CC8HWT has boo one even greater and the need for the 



pro- 



tection of all C0UXVT sources increasingly Imperative . Sot only is thin 
true as regards all current COMIHT sources* hut ee must anticipate even 
greater needs for the protection of new sources* For example* when as 



a result of concentrated effort ATSA succeeded in solving cortaixj 



tho fruits thereof w ere soon denied us because of the 



with- 



drawal! 



soon after success in 



their solution was attained* and we hav* now hewn virtually out of touch 




S* a* The basic essentials for sffectivs security control of 
COWXt have finally been established after years of effort and the 
security' situation has been considerably improved. 

b« There is a general appreciation of tbs value of COMIST and 
the need for protecting its sources t and we new have the following 
mechanism for better protection* 
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(X) A federal protective law (Public Lbv Vo. 515) 

(2) Improved investigative eaohinary 

(8) An interdepartmental authority (tJSCXB) 

(4) A single O.S t producer of high-level OOMIKT (AF3A) 

(5) Cocaaon eeourity standards 

(S) Security agreement* with our foreign collaborator* 

4« a« The port played by TJSCIB In tho foregoing improvement* in 
seourity awe notable. USCXB Sireotlve Vo. 1, approved on 13 JJovo»bor 
1940, and revised as of 13 October 1960, provide* » 

A 4* Tbs Board will perform *uoh funotions as ray be 

required to accomplish its objootive, but it will place 
particular emphasis upon the following* 

* * * 

(o) Prescribing basic security standard* and dis- 
semination policies to pretest all Communications 
Intel licence activities and sources.* 
b. The same reference (Par. 18) establishes, among other 
standing conmitteos, a Committee Seourity with the following responsi- 
bilities * 

*(b) Seourity . Formulation of i at or da pertwmtal 
Security and dissemination policies, and qo~ 
ordination of other security matters under cognisance 
of bSClB." 



1 
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»• 080 IB Directive Ho* 4* approved on 14 January 1940* and 
revised iui of 25 October 1950, establishes "Instructions for the 
Coapertmeatat i ea of C0MIST lioforaatlatt*, including certain "Precaution* 
in <U»«eainati<m and utilisation of results 

S, As a aona«q,ucnoo of tho foroguiag, there has been instituted 
within AF3A It so If a fairly rigid system of oonpartnentatlon of problem*, 
a feature which militate* against teohnloal efficiency In COMIHT produo- 
tiffin but which i* considered e«*ential for security* 

8* a* Sorer the lee* , the TJSCIB Coordinator Is beaming increasingly 
ooneornod over what appears to bo a gradual lessening of the security of 
COHHff in tho face of a acre pressing need therefor* Although important 
and basic steps have been taken since the war to establish security on a 
firmer foundation* other development* have occurred which have* to a 
large extent* nullified tho ef foots of our advances* 

b. Despite tie mechanisms and factors for better control* it 
le not believed that the security situation has been improved to a degree 
which warrants brushing aside of all fear that current and future success 
m high-level problems nay be reunified by leakage of Information to the 
Governments whose communications arc now being or soon will be success- 
fully attaokod* In fact* th* basis for continued apprehension# on this 
score remains the same or even stronger than before, because of certain 
new factors in the COWS? security picture. Among then are the 
following t 

(1) There has boen a steady and substantial increase cf 
both workers and consumers* The list ef indoctrinated consumers alone 
has risen from 694 in February 194? to 1,852 in June 1960, la addition. 
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them have been ImuiserabXe Individual* brought: into the fringe of 
knowledge for administrative, budgetary# or other reasons. 

(t) Certain dissemination safeguards have gradually been 
released. Material is now distributed and maintained in a cumber of area* 
in Washington outside tho producing age no lea# where it wee newer permitted 
before. More over, distribution has boon authorised to additional agencies. 
Restrictions on tho distribution of material to# and maintenance in* 
eooupiod areas have alee been eased. 

(3) the administrative* control* and budgetary machinery 
end procedures are aueh that largo numbers of individual* must be 
apprised of numerous details of C0KI1T activities. (The large number of 
agencies, offices* beards* and committees concerned with the operation 
and administration of C0HI15T activities necessitates innumerable reports* 
justifications, etc*, which aro very hasardtws to security. Tho arrange'* 
monte governing the operation of CIA are much more conducive to seoreoy.) 

(A) Tho dissemination of results is far too voluminous for 
safety. (Over 1*C00*000 copies of CQMHT translations* representing same 
16*000 individual decrypted messages* were disseminated in September* 

I960* The handling of the Sermon problem proved that COlflRT can he 
effectively used even with tho most drastic restrictions an dissemination^} 
(b) There is no over-all authority to insure observance of 
CCMIST security regulations within offices of CQMIXT consumer agencies 
and organisations* Possibly too much individual authority and discretion 
are left to individual consumer and producer agencies to insure uniform 
application of adequate security Measures. (The security oonbrol of 
atomic energy information is mors centralised and rigid. Inspection 

4 
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Authority *uoh a* that which ma vented is. and exeroiaed by the Crypto* 
graphic Seourlty Board might well be vested la and exercised by USCIB.) 

t* It la obvioue that under the foregoing conditions the lure of 
probability are bound to operate to produce Inadvertent leakage of 
information, even though the question of loyalty may net enter into the 
picture at all* Tho chance » for the leakage Increase* in direct proportion 
to the number of persons who are taken into tl» picture j the olmncee for 
lose of dcouoonts increase* in direct proportion to the number of documents 
disseminated, and in the CO MIST field the loss of a single doounont, 
scoetimos regardless of its spsaifio oontents, my have dl cast rou* conse- 
quences. If the document should fall into the wrong tends it most 
certainly will ho followed by such eoasaquonoe* upon our COJflNT activities* 
3* During World War IX certain special seourlty safeguards were 
established in particular segments of the German COMISf problem* Actual 
experience with these safeguards amply demonstrated their feasibility and 
the practicability of operating successfully with an extremely limited 
number of operational personnel who had a real n neod-to«know* and with 
the absolute minimum of dissemination* 'I hat experience proved the 
possibility of maintaining the utmost security under difficult oircum- 

i 

stances and constitutes a contradiction of the frequently -heard contention 
that operational effectiveness of CCWXSt is inevitably defeated by toe 
strict limitation of dissemination to consumers* 

3* It is possible to safeguard COJilST by employing special dis- 
guise* which will not handicap its usefulness and which at the same time 
will serve to hide the exact source from which It cones* 
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10* Tbo latter possibility, together with more rigid limitation* 
m dissemination may be necessary to insure ua against the drying up of 
the source# of this vital infonaaticw, 

11* a* In consider ins what additional step# should he taken as 
soon as possible it is convenient to divide the whole problem of COMXST 
security Into four principal segments t 

(1) Security precautions applicable to all steps In 
the produoti on of the information. 

(fc) Format of the final product (whether or not the 
source of the information, when it leaves the production 
agency, is obvious). 

(5) Control of produoti en of copies and their dis- 
semination to oossu mars- 

(4) Security precautions applicable to the operational 
use of CGUIS7. 

b* Under its charter TJSC1B prescribes basic security standards 
and dissemination policies and therefore It has cognisance of all four 
of the above-mentioned segments* Y * 

IS* a* The UBCIB Coordinator has ^jurisdiction over only the first 
segment (Far* lla(l)) and has Instituted within AFSA as rigid security 
controls in the production of COMXKT information as practicable under 
the mechanics of processing* Ccapartaontation has been especially rigid 
in respect to the processing of the principal high-level cryptosystems 
and it is doubtful whethor further step* can be taken in that direction 
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toward increased security. However, TH5CIB may with to look into thi» 
question and inquiry 1* welco mod by DXJU73A* 

b* The TJSCIB Coordinator haa no Jurisdiction, however, over 
the other thro# segaont* of the problem and be Hero * that it 1« to those 
areas, especially (t) and (S), that tJSCIB ahould now direct its 
attention. 

o. The TJSCIB Security Committee could be directed to study 
those segments of the problem and submit roccnmondations as regards the 
greater security protection of current as well as anticipated raw sources 
of CWIST. 
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REPORT BY THE USCIB COORDINATOR TO 
THE UNITED STATE'S COiMIMICATIONS BOARD 

on 

MEASURES FOR INCREASED SECORITT OF COMMUNICATION INTm.lDENCE 

THE moBuy. 

1. What additional measures should be taken to protect present and 
future COVINT sources? 

FACTS BEARING UPON THE PROBIEM AND DISCUSSION 

2. As set forth in Paragraphs 1-12 in the Enclosure, 

CONCLUSIONS 

3. It is concluded that: 

a. A. review of the entire problem of the security of present 
CONIKT sources is warranted in the light of the present situation wherein 
there appears to be a gradual lessening of security in the face of a more 
pressing need therefor, 

b. It is imperative that there be no delay in re-examining 
present COVTNT security measures and in investigating the possibility and 
desirability of formulating and applying new or additional measures which 
may prevent a repetition of the losses suffered in the recent past. 

c. In connection with all high-level CONIKT problems, it is 
possible and it may be advisable to institute security safeguards such as 
were in force in connection -with certain high-level CONERT problems in 
V’orld War II. 








REC&i&HDATICES 
h. It is re comended that: 

a. US GIB direct the USCIB Security Committee to make the 
review referred to in Par. 3a. and to sutan&t recommendations arising from 
a study based anon consideration of Pars . 3b and 3c of the foregoing 
conclusions. 

b. The USCIB Security Committee be directed to submit its 
report to USCIB not later than 15 January 1951. 






' ENCLOSURE 

PACTS BEARING UPON TOP FROBIBM AND DISCUSSION 



1. Since the end of World War II there has beer, a continual improve— 
ment in the types of crypto systems employed by foreign governments and a 
steady tightening of communication security practices,, making the produc- 
tion of COHIET a problem of constantly increasing difficulty. 

2. In the face of the increasing difficulties in its production, 
the demand for COMINT has become even greater and the need for the pro- 
tection of all COMINT sources increasingly imperative. Not only is this 

0 

true as regards all current COMINT sources, but we must anticipate even 
greater heed for the protection of new sources. 

3. a. The basic essentials for effective security control of 
COHINT have finally been established after years of effort and the 
security situation has been considerably improved. 

b. There is a general appreciation of the value of COMINT and 
the need for protecting its sources; and wo now have the following 
mechanisms for better protection! 

(1) A federal protective law (Public Law No. 513). 

(2) Improved investigative machinery. 

(3) An interdepartmental authority (USCIB). 

(4) A single U.S. producer of high-level COMIHT (AFSA)* 

(5) Common security standards. 

(6) Security agreements with our foreign collaborators. 

4. a. The part played by USCIB in the foregoing improvements in 
security is notable, USCIB Directive No. 1, approved oh 16 November 
1948, and revised as of 13 October 1950, provides; 
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"4. Hie Board will perform such functions ae 

may bo required to accomplish its objective, but it will 
place particular emphasis upon the following: 

& * 

(c) Prescribing basic security standards and dis- 
semination policies to protect all Communications 
Intelligence activities and sources." 

b. The same reference (Par. 12) establishes, among other standing 
committees, a Committee on Security with the following responsibilities: 

"(b) Security . Formulation of interdepartmental 
security and dissemination policies, and coordina- 
tion of other security matters under cognizance of 
USCIB." 

c. USCIB Directive No. 4, approved on 14 January 1949, and 
revised as of 25 October 1950, establishes "Instructions for the 
Compartments ti on of COMINT information", including certain "Precautions 
in dissemination and utilisation of results." 

5. As a consequence of the foregoing, there has been instituted 
within AFSA itself a system of compartmentation of problems, a feature 
which militates against technical efficiency in COLIINT production but 
which is considered essential for security. 

6. a. Nevertheless, the USCIB Coordinator, is becoming increasingly 
concerned over what appears to be a gradual lessening of the security of 
CCUINT. Although important and basic steps have been taken since the 
war to establish security on a firaer foundation, other developments 
have occurred which have, to a large extent, nullified the effects of 
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b. Despite the raeehaniema and factors for better control, it 
is not believed that the security situation has been improved to a degree 
which warrants brushing aside all fear that current and future success 
on high-level problems my be nullified by leakage of information to the 
Governments whose communications are now being or nay be successfully 
attacked. In fact, the basis for continued apprehensions on this score 
remains the same or oven stronger than before, because of certain new 
factors in the COKINT security picture. Among them are the following: 

(1) There has been a steady and substantial increase of 

both workers and consumers. Hie list of indoctrinated consumers alone 

has risen from 594 in February 1947 to 1,332 in June 1950. In addition, 

there have been innumerable individuals brought into the fringe of 

. . . • • 

knowledge for administrative, budgetary, or other reasons. 

(2) Certain dissemination safeguards have gradually been 
relaxed. Material is now distributed and maintained in a number of areas 
in "Jkshington outside the producing agencies, where it was never permitted 
before, Moreover, distribution has been authorized to additional agencies, 
AEG, EGA, U3RB, RDB, and probably others. Restrictions on the distribu- 
tion of material to, and maintenance in, occupied areas have also been 
eased. 

(3) The administrative, control, and budgetary machinery 

and procedures are such that large numbers of individuals must be apprised 
of numerous details of COJUKT activities. (The large number of agencies, 
offices, boards, and committees concerned with the operation and admin- 
istration of COLmiT activities necessitates innumerable reports, justifi- 
cations, etc., which are very hazardous to security. The arrangements 
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(4) The dissemination of results is far too voluminous for 
safety, (About 756,000 copies of COHINT translations, representing some 
16,000 individual decrypted messages, were distributed in September, 

1950 to consumer agencies.) Hie handling of the German problem in World 
War II proved that C0OT7T can be effectively used even with the most 
drastic restrictions on dissemination. 

(5) There is no over-all authority to insure observance of 
COMINT security regulations within offices of COMINT consumer agencies 
and organizations. Possibly too much individual authority and die oration 
are left to individual consumer and producer agencies to insure uniform 
application of adequate security measures, (ihe security control of 
atonic energy information is more centralized and rigid.) Possibly a 
periodic review by USCIB of security practices actually employed by- 
activities under the Board’s cognizance might be advisable. 

(6) Not only has there been a significant increase in the 
number of personnel who have been brought into the CQMINT picture sines 
the end of hostilities in 1945 but also there has been an increase in the 
rate of replacement or turnover. In time of war this turnover rate may 
be expected to become greater because of reassignment of personnel to 
overseas units, 

(7) Since the end of hostilities in 1945 and the recent 
advent of new hostilities, the presence of indoctrinated personnel in 
combat areas has increased the danger of compromise of C02HNT information 
through capture of such personnel. 





(8) Hie probability of imminent military and political 
collaboration with allied nations other than the British (NATO) irrl.ll pose 
additional and even wore difficult problems in the maintenance of CQUXHT 
eecurity, especially if that collaboration should include dissemination 
and usage of CGWINT material. 

7. It is obvious that under the foregoing conditions the laws of 
probability are bound to operate against the continued security of 
CQMIKT. In the first place, the chances for inadvertent leakage of 
information, even though the question of loyalty nay not enter into the 
picture at all, increase ae the area of dissemination of COMINT increases, 
since the chances for the leakage increases in direct proportion to the 
number of persons who are taken into the picture and the chances for 
inadvertent lose of documents increases in direct proportion to the 
number of documents disseminated. In the COMINT field, the loss of a 
single document, sometimes regardless of its specific contents, may have 




4 | 



r 




li v — / i', i ■■ 



disastrous consequences j if the document should fall into the wrong 
hands it most certainly will be followed by such consequences upon our 
COMINT activities. Secondly, the opportunities for acquiring documents 
by covert operations of secret agents increase as the number of targets, 
or offices to which COMINT is distributed, increases. 

8 . During World War II certain special security safeguards were 
established in particular segments of the German COMINT problem. Actual 
experience with those safeguards amply demonstrate their feasibility and 
the practicability of operating successfully with an extremely limited 
number of operational personnel who had a real O need-to-know" , and with 
the absolute minimum of dissemination. That experience proved the 
possibility of maintaining the utmost security under difficult circum- 
stances, and constitutes a contradiction of the frequently-heard 
contention that operational effectiveness of COMINT is inevitably 
defeated by too strict limitation of dissemination to consumers, 

9. It is possible to safeguard COMINT by employing special dis- 
guises which will not handicap its usefulness and which at the same time 
will serve to hide the exact source from which it comes. 

10. The latter possibility, together with more rigid limitations 
on dissemination may be necessary to insure us against the drying up of 
the sources of this vital information. 

11. a. In considering what additional steps should be taken as 
soon as possible, it is convenient to divide the whole problem of COMINT 
security into four principal segments: 

(1) Security precautions applicable to all steps In 
the production of the information, , , f c ^ 





1 . 



(2) Format of the final product (whether or not the 

source of the information, v?hen it leaves the production 
agency, is obvious) . - • 

(3) Control of production of copies and their dis- 
semination to consumers. 

(&) Security precautions applicable to the operational 
use of COKOIT. 

b. Under its charter U3CIB prescribes basic security standards 
and dissemination policies and therefore it has cognisance of all four 
of the above-mentioned segments. ' 

12,. a. The USCIB Coordinator has operational jurisdiction over only 
the first segment (Far, lla(l)) and has instituted within AFSA as rigid 
security controls in the production of C0I!INT information as practicable 
under the mechanics of processing. Compartmentation has been especially 
rigid in respect to the processing of the principal high-level .crypto- 
systems and it ie doubtful whether further steps can be taken in that 
direction toward increased security. 

b. The USCIB Coordinator has no jurisdiction, however, over 
the other three segments of the problem and believes that it is to those 
areas, especially (2) and (3), that USCIB should not direct its attention. 

c. The USCIB Security Committee could be directed to study * 
those segments of the problem and submit recommendations as regards toe 
greater security protection of current as well as anticipated sources 
of CCOTT. 
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REPORT BY THE DIRECTOR, ARMED FORCES SECURITY AGENCY 
TO THE UNITED STATES COMMUNICATIONS BOARD 

via 

THE ARMED FORCES SECURITY AGENCY COUNCIL 

on 

MEASURES FOR INCREASED SECURITY OF COMMUNICATION INTELLIGENCE 

THE PROBLEM 

1* What additional measures should he taken to protect such COMINT 
souroes as may be expeoted eoon to yield vital information, the drying 
up of whioh should be prevented at all oosts? 

FACTS BEARING UPON THE PROBLEM AND DISCUSSION 

2* As set forth in Paragraphs 1-12 in tiro Enclosure. 

CONCLUSIONS 

3. It is concluded that! 

a. A review of the entire problem of COMINT security is 
warranted in the light of the present situation wherein there appears to 
be a gradual lessening of security in the face of a more pressing heed 
therefor. 

b. The possibility of some approaoh to a state of readability 
of certain high-level cryptosystems makes it imperative that there be no 
delay in the re -examination of present COMINT security measures and the 
formulation and application f new or additional measures which may pre- 
vent a repetition of the losses suffered in the recent past. 
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o. In connection with certain current high-level COMIST 
problems it ie possible and it may be advisable to institute security- 
safeguards such as were In force in connection with certain high-level 
COMIST problems in World War II. 

RECQWMEWDATIOHS 
4. It is reeoanended that: 

a. USCIB direct the USCIB Security Committee to make the 
review referred to in Far. 3a and to submit reconmendation* arising 
from a consideration of Pars. 3b and 3c. of the foregoing conclusions. 

b. The USCIB Security Committee be direoted to submit its 
report to USCIB not later than 15 December 1950. 





REF ID:A55710 



1 (T', rn 






f X ' i i k : v ■ 

fi J’ ; V 

. n 1 ! • ’ - > ■ ■ \ 

jJj LI li . i L 



fell 



^jfefeiUfe ii ■ Hlfe'fefeVjli'vJ 



a 

EHCLOSURE 

EO 3.3(h)(2) 

PL 86-36/50 USC 3605 

FACTS BEARIKG UPOg'THS PROBLEM., AND DISCUSSION 

1. The Director, AFSA is becoming increasingly concerned over what 
appears "to be a gradual lessening of the security of GQKIST in the fees 
of a more pressing need therefor. Although a number of 
basic steps have been talon since the war to establish 
firmer foundation, other developments have occurred which have* to a 
large extent, nullified the effects of our advances. 

2* Since the end of V7orld War II there lias been a continual 
improvement in the types of cryptosystems employed by foreign govern- 
ments and a steady tightening of communication seourity practices. 



important and 
security on a 




3. Of the types of hlgh-lovel systems still in use 
one is unreadable and the other has been read fragraentorily to a very 
limited degree » In the latter case, work has been surrounded by the 
most stringent safeguard* and virtually no dissemination has been made 

of end products . 

A. irsamhile there has been a steady and substantial increase of 

r Cc-voo* 

both workers and consumers. T he^mdoc t r inato d iiet-^hae risen from 
594 in February 1947 to 1,332 In June 1950. In addition, there have 






been innumerable individuals brought into the fringe of knowledge for 
administrative, budgetary, or other reasons . • 

5. Aside from the foregoing, certain dissemination safeguards 
have gradually been relaxed* Liaterial is now distributed and maintained 
in a number of areas in Washington outside the producing agencies , whore 
it was never permitted before. Moreover, distribution has been author** 
ized to additional agencies. Restrictions c.n the distribution of 
matorial to, and maintenance in, occupied areas have also been cased. 

6. In the face of all this, the demand for CCilIKT has become 
increasingly groat and the need for its protection imperative. We have 



7. Since the War, the basic essentials for effective security 

control have finally been established after years of effort. We now 

have: • ’ EO 3.3(h)(2) 

PL 86-36/50 USC 3605 

a. A federal protective law 

b. Security agreemonts with our foreign collaborators 
o, Improved investigative machinery 

d. An Interdepartmental authority (I3SCI8) 

e. Cooaaon security atandards 

f. A single b.S. producer of high-level CO^IHT (AFSA) 

g. General appreciation of the value of C0L1IHT 







8* In addition to tho foregoing, there has been instituted within 
AFSA itself a fairly rigid system of compartmentation of problem*, a 
feature which militates against technical efficiency^ but which is con- 
sidered essential for security* 

9* a. However* despite the mechanisms and f actor* listed above, 
it is net believed that the security situation has been improved to a 
degree whioh warrants brusliing aside of all fear that further or future 
success on high-level problems may be nullified by leakage of informa- 
tion to tho Governmanta whose communications have been successfully 
attacked. In fact, the basis for continued apprehensions on this score 
remains tho same, or even stronger than before because of certain 
shortcomings in the CQUIuT security picture, Among them are the 
following j 

(1) Too much individual authority and discretion are left 
to individual consumer and producer agencies to insure uniform applica- 
tion of adequate Security measures* (The security control of atomic 
energy information is more centralised and rigid.) 

(Z) There is no over-all authority to insure observance of 
security regulations* (Inspection authority such as that which was 
exercised by the Cryptographic Security Board might well be vested in 
USCIB.) 

(3) There is far too wide dissemination of results. (Over 
1,000,000 copies of COIilKT translations, representing some 16,000 
individual decrypted messaged, were disseminated in September, I960. 

The handling of the German problem proved that C0MIHT can be effectively 
used oven with the most drastic restrictions on dissemination*) 
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(4) The administrative, control, and budgetary rmohinery 
and procedure* aro such that large number* pf individuals must-be 
apprised of numerous details of CONSIST aotivitiee. (The large number 
of agencies, offices, boards, and committees concerned with the 
operation and administration of CONTEST activities necessitates innumer- 
able reports, justifications, e tc», whioh are very hasardous to 
security. The arrangements governing the operation of CIA are much 
more conducive to secrecy.) 

b. It is obvious that under conditions such as the foregoing, 
the laws of probability are bound to operate to produce inadvertent leak- 
age of information, oven though the question of loyalty may not enter 
into the picture at all. The chance for loss of documonts increases 

w»*. 

with tho number of documents disseminated, and in the COMIST 
field the loss of a single document, sometimes regardless of its 
specific contents# may have disastrous consequences - if the dooument 
should fall into the wrong hands it/will|mo»t certainly^ be followed by 
such consequences upon our C0UIJ3T activities, 

10, During World War II certain special security safeguards wore 
established in particular segments of the German CC15IWT problem. Actual 
experience with those safeguard* simply demonstrated their feasibility 
and the practicability of operating successfully with the absolute 
minimum of dissemination and of maintaining tbs utmost security under 
difficult circumstances. That experience constitutes a contradiction 
of the frequently-heard contention that operational effectiveness of 



CGl'IST is inevitably defeated by too strict limitation of dissemination* 
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11* It is possible to safeguard CGMHPC by employing special dis*» 
guises which will not handicap its usefulness and which at the sans 
tins will serve to hide the exact source from whioh it comes# 

12* The latter possibility, together with more rigid limitations 
on dissemination may be necessary to insure us against the drying up 
of the sources of this vital information. 
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